ABSTRACT With the wide deployment of cloud computing, many security challenges have arisen, such as data and storage integrity and virtualization security. The crisis of trust caused by these security issues has become one of the important factors restricting the wide applications of cloud service. Especially for security-sensitive users, it is challenging to quickly select a cloud service which has the high level of trust and can meet both the user preferences and specific functional demands. This paper explores the multi-granularity selection standard of trust level, the users' preference calculation model, and the cloud service selection algorithm. First, the trust evaluation mechanisms among different entities in the human society are fitted, and the multi-granularity selection standard of trust levels based on Gaussian cloud transformation is constructed. Then, the calculation model of user preferences based on the cloud analytic hierarchy process is developed. Finally, the trusted cloud service selection algorithm based on two-step fuzzy comprehensive evaluation is proposed and experimentally validated.
I. INTRODUCTION
Due to the rapid development of cloud computing, Amazon, Google, Microsoft, and other providers of cloud services have launched a wide variety of cloud services, which allows users to handle large datasets stored in multiple distributed nodes in the similar way to handle local data. However, more and more security-sensitive users worry about security issues in cloud computing [1] . Many approaches have been proposed to enhance the users' right to control the data. For example, in order to preserve the confidentiality and security of data, a novel privacy-preserving Naive Bayes learning scheme with multiple data sources was proposed [2] and a novel clusterbased secure data aggregation scheme was designed [3] . The privacy-aware applications over big data in a hybrid cloud were proposed [4] and a flexible electronic health record sharing scheme was presented [5] . Li et al. [6] proposed a new attribute-based data sharing scheme to solve the data confidentiality problem in cloud data sharing, presented a hybrid cloud approach for secure authorized deduplication [7] , and designed the significant permission identification method for machine learning [8] . An ensemble random forest algorithm was presented for big data analysis [9] . Huang et al. [10] formalized the security notion of non-malleability to solve data security and privacy protection problems. In addition, in order to improve the security of the cloud computing environment, a lot of security challenges have been researched. A novel traceable group data sharing scheme was proposed to support anonymous multiple users in public clouds [11] . An additively homomorphic encryption scheme was employed [12] . A new ID-based linear homomorphic signature scheme was presented [13] . A dynamic fully homomorphic encryptionbased Merkle tree was constructed in [14] .
Unfortunately, the trust crisis caused by security problems of cloud services is still one of the important factors of restricting the wide applications of cloud services. Many researchers tried to introduce the trust mechanism into the cloud service selection process and achieved remarkable results [15] . However, there are many problems to be solved. Users have different trust demands. Generally speaking, security-sensitive users have the higher granularity division demands for the level of trust, and vice versa. Therefore, users' different trust demands should be fully considered in cloud service selection. In addition, the cloud service selection is a typical multi-attribute decision-making problem [16] and the following problems remain to be solved.
A. QUANTIFICATION OF CLOUD SERVICE ATTRIBUTES
Due to the dynamics and uncertainty of the cloud computing environment, the QoS (Quality of Service) of cloud services claimed by service providers generally fluctuates within a certain range. Moreover, the experienced QoS is different among users due to the differences in users' device type, network location and context [17] . So, the way to describe the uncertainty of QoS as accurately as possible has become a key issue in the selection process of trusted cloud services.
B. WEIGHT COEFFICIENTS OF USERS' PREFERENCES
In view of vagueness, inaccuracy and incompleteness of user preferences [18] , the accurate characterization of users' preferences for different attributes of cloud services is important for users to select the trusted cloud service. Therefore, it is necessary to construct an accurate computational model for describing users' preferences.
C. RANKING CLOUD SERVICES
Considering that more and more cloud services will be available in the cloud market, it will be more complicated to select the optimal cloud services [19] . Therefore, it is necessary to develop an effective strategy to rank the increasing cloud services for the selection of trusted cloud services.
To solve the above problems, the multi-attribute trusted cloud service selection strategy is designed. It fits the trust evaluation and measurement mechanism in human society. Based on the mechanism, a simple and efficient cloud service selection strategy is designed to help users to select trusted cloud services. The main contributions of this paper are outlined as follows. Firstly, multi-granularity selection standard of trust level is designed. Then, the computational model of users' preferences based on the cloud analytic hierarchy process is designed to describe users' preferences for different attributes of cloud services. Finally, the novel algorithm of trusted cloud service selection is proposed to provide the simple and effective decision-making basis for users.
The remainder of this paper is organized as follows. Related studies on cloud service selection and the normal cloud model are reviewed in Section II. The multi-attribute trusted cloud service selection algorithm is presented in Section III. The feasibility of the proposed algorithm is explored by simulation experiments in Section IV and conclusions and suggestions for future research are presented in Section V.
II. RELATED STUDIES
In order to better understand the idea of this paper, firstly, the current research status of trusted cloud service selection is given in Subsection A. Then, the normal cloud model is introduced in Subsection B.
A. TRUSTED CLOUD SERVICE SELECTION
The essence of the trusted cloud service selection is to select the trusted cloud service from the cloud services with the same function but different quality. To facilitate cloud service users to select trusted services, many approaches have been proposed for cloud service ranking and selection in recent years. The proposed methods are based on two theories: the multi-criteria decision theory and the combinatorial optimization theory.
1) MCDM-BASED APPROACHES FOR CLOUD SERVICE SELECTION
To evaluate and rank multi-attribute cloud services, Lee S and Seo K. designed a hybrid MCDM model, which adopted balanced scorecard, fuzzy Delphi method and fuzzy analytical hierarchy process, for enterprise users to select the best cloud service [20] . To select the cloud service that satisfied the users' demands, a novel fuzzy user-oriented cloud service selection system was designed by Sun L with fuzzy Cloud ontology, fuzzy AHP approach, and fuzzy TOPSIS approach [21] . To simplify the multimedia service selection process and obtain the more accurate selection result, Qi et al. [22] proposed a multimedia service selection method based on Weighted Principal Component Analysis. Taking into account users' preferences and expectations, Ding et al. [23] designed a cloud service ranking and prediction algorithm to help users to select the most satisfied cloud service. Considering the cost and risk of cloud service in different periods, Ma et al. [17] proposed a time-aware trusted cloud service selection algorithm and designed a ranking cloud service algorithm with interval neutrosophic set. In view of the risks in the process of cloud service selection, Lin et al. [24] designed a risk assessment algorithm based on the cloud model theory to improve the speed and success rate of cloud service selection. Sidhu et al. proposed the trusted cloud service selection strategy based on MCDM. This strategy was mainly supported by Analytic Hierarchy Process, Technique for Order of Preference by Similarity to Ideal Solution and Preference Ranking Organization Method [25] . Yang et al. [26] designed a multi-QoS-aware cloud service selection strategy and adopted the analytic hierarchy process method to select the appropriate cloud service.
2) OPTIMIZATION-BASED APPROACHES FOR CLOUD SERVICE SELECTION
The problem of cloud service selection based on combinatorial optimization theory is mainly solved by dynamic programming, linear programming and meta-heuristic algorithms and so on. Considering QoS indexes and the relationship among QoS key factors of different kinds of cloud services, Huang et al. [27] designed a new chaos control optimal algorithm to solve the problem of cloud service composition optimal-selection. To maximize the users' profits, Jrad et al. [28] developed a utility-based, dynamic and flexible matching algorithm to help customers to make clever decisions. To meet the demands of complicated tasks, Zhou and Yao [29] presented a hybrid artificial bee colony algorithm to select the optimal cloud manufacturing service composition. Esposito et al. [30] employed the fuzzy set VOLUME 6, 2018 theory to describe the vagueness in the subjective preferences of customers, and designed the cloud service selection strategy with fuzzy logics, theory of evidence, and game theory. To better multiplex and share physical hosts in the cloud data centers, a VM placement algorithm based on the peak workload characteristics was designed [31] . Lin et al. [32] extended CloudSim with a multi-resource scheduling and power consumption model to improve the evaluation precision of power consumption in dynamic multi-resource scheduling. A scheduling algorithm based on heterogeneous multicore processors was proposed to reduce memory latency and enhance parallelism [33] . A hybrid energy-aware resource allocation approach was designed to help users to acquire energy-efficient and satisfied manufacturing services [34] . Considering the accuracy and diversity, Ding et al. [35] designed two modified ranking prediction and recommendation algorithms to help customers to make prompt decisions.
In previous studies, the methods of trusted cloud service selection had some limitations. For example, existing methods for determining the trust level of cloud service cannot meet users' the demand of the multi-granularity trust. In addition, the fuzziness and randomness of different attribute weight coefficients were not considered. Aiming at these problems, firstly, the partitioning algorithm of multiple-granularity trust level is put forward to meet users' the demand of multiple-granularity trust. Then, CAHP is designed to describe weight coefficients of different attributes. Finally, different cloud services are evaluated and sorted by computing similarity of the normal cloud model, thus providing a simple and effective decision-making method for users.
B. NORMAL CLOUD MODEL
To express many uncertainness concepts in natural and social sciences effectively, based normal distribution and Gaussian membership function, Li et al. [36] proposed the normal cloud model, which described the randomness and fuzziness of uncertain concepts simultaneously and implemented the uncertain transformation between qualitative concepts and quantitative values with the forward normal cloud generator and backward normal cloud generator. Its definitions are given below.
Definition 1(Normal Cloud Model): Let A be a qualitative concept defined over a universe of discourse U = {u}. If x ∈ U is a random instantiation of concept A, which satisfies x ∼ N (Ex, En 2 ), En ∼ N (En, He 2 ), and the certainty degree of x belonging to concept A satisfies µ = e −(x−Ex) 2 2(En) 2 , then the distribution of x in the universe U is called a normal cloud and x is called a cloud drop.
The normal cloud model describes fuzziness and randomness of qualitative concepts with three numerical characteristics, namely, Expectation Ex, Entropy En and Hyper entropy He. Ex is the mathematical expectation of the cloud drops belonging to a concept in the universe. It is deemed as the most representative sample of the qualitative concept. En is used to describe uncertainty degree of a qualitative concept, which can reflect the steepness of the normal cloud. The greater the value of En is, the wider the level range covered by the concept is. He is used to measure the uncertainty of En. The larger He is, the larger the dispersion of the cloud drop is. With forward normal cloud generator, the normal cloud (25, 3, 0.5) used to describe the uncertain concept ''young'' is generated in Figure 1 . As can be seen from Fig. 1 , most of cloud drops contributing to the concept of ''young'' are mainly concentrated in the interval [16] , [33] due to ''3En rules''. 
III. ALGORITHM OF MULTI-ATTRIBUTE TRUSTED CLOUD SERVICE SELECTION
In order to help users to select suitable cloud services according to their preferences to different QoS, the trusted cloud service selection framework is designed in Subsection A and multi-granularity standard trust cloud used to describe the users' trust demands is given in Subsection B. The model of quantify cloud service attribute is designed in Subsection C. The method for calculating weight coefficient of user preferences is shown in Subsection D. The algorithm of multi-attribute trusted cloud service selection is presented in Subsection E.
A. A MEASUREMENT FRAMEWORK FOR TRUSTED CLOUD SERVICE SELECTION
In order to describe users' preferences to different attributes precisely, and provide effective decision-making, the measurement framework for trusted cloud service selection is designed based on the Service Measurement Index (SMI) framework designed by Cloud Services Measurement Initiative Consortium (CSMIC). As shown in Figure 2 , in the left part, different attributes of the cloud service are normalized and the corresponding attribute cloud matrix based on the cloud model theory is generated. Then, in the right part, the cloud analytic hierarchy process is designed to describe users' preferences to different attributes of cloud services and generate the user-preferences cloud matrix. A synthetic trust cloud is generated by synthesizing the attribute cloud matrix and the user preference cloud matrix through synthesis operators. Finally, the trust value of the cloud service is obtained by calculating the similarity between the synthesized trust cloud and the standard trust cloud. The details of the implementation process are given below.
B. MULTI-GRANULARITY STANDARD TRUST CLOUD
According to the basis of the central limit theorem, the distribution of the user experience data is an approximate normal distribution, so the normal cloud model is used to describe the user experience data. Meanwhile, inspired by the conclusion that a sum of Gaussian distributions can be extracted from an original data set following normal distributions [37] , a method is proposed to compute multi-granular trust level. The method aims to extract multiple normal could from the user experience data approximately following normal distributions as multi-granularity selection standard of trust level. The details are provided in Algorithm 1.
In Algorithm 1, first of all, the user experience data following normal distributions approximately are sorted in ascending order and grouped according to the number of trust levels M (Line 1-2) . Then, M − 2 normal cloud model is generated with the backward normal cloud generator [36] (Line 3-8) . 
C. QUANTIFICATION MODEL OF CLOUD SERVICE ATTRIBUTES
Supposing that there are Y cloud services provided the same service and that each cloud service includes q kinds of attributes. According to the different methods for describing attributes of cloud service contained in cloud Service Metrics Index (SMI) [38] , the attributes are classified into three types: the attributes described with exact value, interval values and language values, and respectively denoted as q 1 , q 2 and q 3 (q 1 + q 2 + q 3 = q). To describe the characteristics of fuzziness and randomness of the cloud service attributes, the normal cloud model, which can describe randomness and fuzziness, is used to quantify the three different types of cloud service attributes above. The details are provided below:
1) ATTRIBUTES DESCRIBED WITH EXACT VALUES
The value of ith cloud service's jth attribute is denotes as
. The values of negative attributes (e.g. cost and time) should be minimized, and the values of positive attributes (e.g. trust and availability) should be maximized. The normalized values of negative and positive attributes are respectively computed according to Eqs. (1) and (2), where Q max N (Q min N ) is the maximal (minimal) value of negative attributes and Q max P (Q min P ) is the maximal (minimal) value of positive attributes. The value of a normalized attribute is set to x ij (0 ≤ x ij ≤ 1). The data sets following the normal distribution normrnd(x ij , δ) are generated firstly, and then the attribute clouds of different attributes denoted as 
Sort N data samples according to ascending order, and denoted as X {x i |i = 1, 2, · · · N }• 2. Divide N data samples into M − 2 groups, mis set equal to M − 2, each group contains r samples, and denoted as
for j = 1 to r do are generated with the backward normal cloud generator [29] .
2) ATTRIBUTES DESCRIBED WITH INTERVAL VALUES
Similar to the attributes described with exact values, the attributes described with interval values should be normalized according to Eqs. (1) and (2) firstly. Then, the attribute clouds 
3) ATTRIBUTES DESCRIBED WITH LANGUAGE VALUES
The attributes described with the language value are transformed into attribute clouds and denoted as 
D. WEIGHT COEFFICIENTS OF USERS' PREFERENCES
In view of the vagueness, inaccuracy and incompleteness of users' preferences, the cloud hierarchical analysis based on the AHP and normal cloud model is designed to compute the weight coefficient cloud matrix of different attributes. The steps are provided below.
Step 1: Assuming that q attributes are used to evaluate the trust level of cloud services. Instead of AHP in the 9th scale, intervals are used to describe the weights of different attributes [39] and build the pair-wise comparative judgment matrix A shown below.
In matrix A, the value of interval a ij ranges from 0 to 9, and should satisfy the following properties:
Step 2: The weight coefficients of cloud services' different attributes are computed for consistency check.
Step 2.1: According to pair-wise comparison judgment matrix A, the numerical characteristic value of corresponding interval is computed according to the method shown in Section III and the result is denoted as the pair-wise comparison judgment cloud matrix A , as shown at the bottom of the next page.
Step 2.2: The consistency of A is checked using Eq. (3) [40] . A is considered to meet the condition of consistency check when Consistency Ratio (C.I .) is less than 0.1. Otherwise, the matrix should be modified appropriately by repeating the above steps.
Step 2.3: According to pair-wise comparison judgment matrix A , the weight coefficient cloud matrix of different attributes is computed, in which the three numerical characteristics of the ith attribute cloud are computed according to the previous method [26] .
E. METHOD FOR RANKING CLOUD SERVICES
In order to provide users with a simple and effective decisionmaking result, based on the evaluation index system of SIM, a novel improved two-level fuzzy comprehensive evaluation method is designed for ranking different cloud services. The details are provided below. Firstly, The N attribute sets in the criteria layer are denoted as a set
Secondly, for X i = {x
, and R i is the attribute cloud of X i . According to the fuzzy synthesis operator based on cloud model, The firstlevel fuzzy comprehensive evaluation for X i can be computed by Eq. (4).
Thirdly, for attribute sets
is used to describe user preferences to attribute X i (1 ≤ i ≤ N ) in X , and with the aid of the matrix B i generated in the first-level fuzzy comprehensive evaluation, the second-level fuzzy comprehensive evaluation can be calculated as below:
Fourthly, the trust score of the synthetic cloud is computed. According to the users' trust demands, the corresponding granularity standard trust cloud is selected. Then the similarity between the synthetic cloud and each standard trust cloud is computed by Eq. (6), in which
sim(
Finally, the trust score of the synthesis cloud is computed by Eq. (7).
In Eq. (7), S max represents the maximum similarity value between the synthetic cloud and standard trust clouds and SL denotes the trust level of the corresponding standard trust clouds with the maximum similarity.
IV. SIMULATION EXPERIMENTS
CloudSim [41] is used to simulate the trusted cloud service selection process. Some experiments are designed to demonstrate the feasibility of the proposed algorithms.
A. MULTI-GRANULARITY TRUST LEVEL
To describe the user experience data following normal distributions, data sets following the normal distribution normrnd(0.5, 0.167) are generated firstly. Then, according to the trust demands of users, Algorithm 1 is used to generate multi-granularity standard trust cloud.
According to Algorithm 1, the generated standard trust clouds with different granularity values (from 3 to 6) are given as follows. The standard trust cloud with granularity value of 3 is given in Fig. 3(a) and denoted as T [3] = {absolute distrust, neutral trust, absolute trust}. Standard trust cloud with the granularity value of 4 is given in Fig 3(b) as T [4] = {absolute distrust, low trust, high trust, absolute trust}. Standard trust cloud with the granularity value of 5 is given in Fig. 3 (c) and denoted as T [5] = {absolute distrust, low trust, neutral trust, high trust, absolute trust}. Standard trust cloud with the granularity value of 6 is given in Fig. 3(d) and denoted as T [6] = {absolute distrust, extremely low trust, low trust, high trust, extremely high trust, absolute trust}. Compared with the traditional way to determine the level of trust based on subjective experiences, it utilizes the statistical theory to reduce subjective factors and describes the ambiguity and randomness of trust levels simultaneously. Moreover, it can accurately describe the users' trust demands with different granularity values and improve user satisfaction.
B. CASE STUDY
A sample dataset extracted by Sidhu J and Singh S from the Cloud Harmony Benchmark Report on Cloud Database Servers [42] is used to verify the proposed algorithm. The report involved 18 Cloud Database Servers and each sever involved 10 QoS parameters. In the report [42] , the 18 × 10 normalized decision matrix and the table of the relative importance of 10 QoS parameters were given, and the improved TOPSIS method was used to compute the compliance values and determine the trustworthiness of service providers. According to the method, the eleventh cloud service was evaluated as the most trustworthy service and the second cloud service was evaluated as the least trustworthy service. In the following experiments, the algorithm of multiattribute trusted cloud service selection proposed in this paper is used to rank cloud services given in the sample dataset. Suppose that x ij (1 ≤ i ≤ 18, 1 ≤ j ≤ 10) denotes the value of ith cloud service's jth attribute. The detailed process is given below.
First of all, data sets following the normal distribution normrnd(x ij , δ) are generated. δ is set to 0.02 and attribute clouds of different cloud services are generated with the backward normal cloud generator. For the first three cloud services [42] , their corresponding 10 attribute clouds are listed in Table 1 . Then, based on the cloud hierarchical analysis, the weight coefficient cloud matrix of different attributes is generated (Table 2) . Finally, the five-level standard trust cloud is selected and the improved fuzzy comprehensive evaluation method is used to compute the trust scores of different cloud services. The trust scores of 18 cloud servers are shown in Table 3 . Compared with the improved TOPSIS method, the proposed algorithm gives the same cloud services with the maximum and minimum trustworthiness. However, the two algorithms are different in local ranking results because the proposed algorithm can measure QoS attributes of cloud services accurately, depict the fuzziness and inaccuracy of user preference precisely, and provide users with more accurate decision-making basis.
V. CONCLUSIONS AND FUTURE WORK
Cloud service selection belongs to the typical multi-attribute decision-making problems. In the selection process of cloud services, it is necessary to select trusted cloud services according to users' different demands. In this paper, the algorithm of multi-granularity standard trust cloud is proposed as the basis of judging the trust level of cloud services and the novel cloud service selection algorithm based on normal cloud model is given. Finally the feasibility of the algorithm is verified. The study provides a new way to solve the crisis of trust in the selection process of cloud services and is conducive to the promotion of cloud services.
In the future, we will establish an internet-based service sharing platform to gather the real service selection and usage data in different periods of time and design the self-adaptive computing model of describing the vagueness, inaccuracy and incompleteness of user preferences. YI TANG received the Ph.D. degree in applied mathematics from Sun Yat-sen University, Guangzhou. He is currently a Professor with the School of Mathematics and Information Science, Guangzhou University. His research interests include network security and database security.
